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• Learn how to leverage enterprise risk management to support third party risk management

• Learn how enterprise risk management can identify opportunities to enhance third party risk 
management through the contracting process

• Learn the value that collaboration between procurement and ERM can bring to an institution of 
higher education

Learning Objectives 
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 University of Massachusetts Overview

 Enterprise Risk Management (ERM) Program Overview

 Unified Procurement Services Team (UPST) Overview

 Evolution of Contract Management

 Intersection of ERM and Third-Party/Contract Risk Management

Agenda



About UMass
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Ranked #1 Public University in New England

Five undergraduate & graduate campuses 

74,000 students

20,000 graduates annually 

$4.3B Annual Budget

26,000 employees; 3rd largest employer in MA

$86.5M annual spend with 30K+ vendors

$813M in Research; 3rd largest in MA; 
4th largest in New England
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A&F Accountability Framework

Independent & objective assurance 
that analyzes data, processes, 
policies & controls

Standard processes to provide 
reasonable assurance regarding 

achievement of objectives 

Reliable, timely information 
that is accessible & 
understandable

Systematic approach to 
identifying, assessing & managing 

risks across the organization
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UMass Systemwide Enterprise Risk 
Management Program 
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Enterprise Risk Management 
(ERM) is a comprehensive 
and integrated framework 
used by organizations to 
identify, assess, manage, and 
monitor risks that could 
potentially affect their ability 
to achieve their objectives. 
ERM encompasses a wide 
range of risks.

What is Enterprise Risk Management?

X

My 
Organization

My Organization’s Mission, 
Goals & Objectives



How the Systemwide ERM Functions at UMass

 Identify and assess risks with systemwide 
implications

 Support informed decision-making
 Transparency of information/activity
 Normalized review/prioritization of risk

 Facilitate systemwide coordination on risk 
identification and assessment

 Assist in identifying risk owners
 Facilitate coordination of mitigation activities 

for crisis response
 Facilitate the assessment of effectiveness of 

mitigation activities on risk

 Own risk
 Own risk mitigation strategies
 Implement risk mitigation strategies
 Own compliance review or monitoring
 Own campus ERM programs or plans

https://www.umassp.edu/enterprise-risk-management/enterprise-risk-management-governance-structure/campus-risk-assessment


Systemwide ERM Governance Structure

https://www.umassp.edu/enterprise-risk-management/enterprise-risk-management-governance-structure/campus-risk-assessment
https://www.umassp.edu/enterprise-risk-management/enterprise-risk-management-governance-structure/campus-risk-assessment


Two-Year Systemwide ERM Program Cycle

Prioritize 
Risks

Identify Risk 
Mitigation 
Strategies

Assess Risk 
Mitigation 
Strategies

Implement 
Risk 

Mitigation 
Strategies

Identify & 
Assess RisksIssue ERM 

Report

Prioritize 
Risks

Identify & 
Assess Risks

https://www.umassp.edu/enterprise-risk-management/enterprise-risk-management-governance-structure/campus-risk-assessment


Risk Assessment Process

 Focused on systemwide impacts

 Evaluates inherent exposure* of the University to the risk

 Rates risks across three factors:

 Likelihood (Values of 1-4): Could the University system experience 
this risk?

 Consequence (Values of 1-4 for each category): How much would the 
University system be impacted by this risk? 

 Urgency: (Values of 1-3) How soon does the University system need to 
prioritize this risk? 

• Service/Operational Disruption
• Financial
• Legal/Compliance

• Workforce
• Reputation
• Life Safety

*Risk assessment does not account for mitigation strategies when assessing likelihood and consequence

https://www.umassp.edu/enterprise-risk-management/risk-assessment-tools
https://www.umassp.edu/enterprise-risk-management/risk-assessment-tools
https://www.umassp.edu/sites/default/files/2022-09/UMass%20Risk%20Assessment%20Tool%20-%20Likelihood%20Factor.pdf
https://www.umassp.edu/sites/default/files/2022-09/UMass%20Risk%20Assessment%20Tool%20-%20Consequence%20Factor.pdf
https://www.umassp.edu/sites/default/files/2022-09/UMass%20Risk%20Assessment%20Tool%20-%20Urgency%20Factor.pdf


Inherent Risk Score Calculation

Likelihood 
Rating 

Sum of 
Consequence 

Category 
Ratings

Urgency Rating
Inherent 

Risk ScoreX =X

Assessed by ERM Working Group

Assessed by ERM Executive Committee

https://www.umassp.edu/enterprise-risk-management/risk-assessment-tools
https://www.umassp.edu/sites/default/files/2022-09/Inherent%20Risk%20Score%20Calculation.pdf
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Vendor Risk Management Risk Assessment
FY24 risk assessment included ability to define and assess sub-elements of risk for risks that were 
previously too broadly defined. 
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FY24 Systemwide Risk Registry Priority Risks

https://www.umassp.edu/enterprise-risk-management/systemwide-risk-registry-0


Two-Year Systemwide ERM Program Cycle

Prioritize 
Risks

Identify Risk 
Mitigation 
Strategies

Assess Risk 
Mitigation 
Strategies

Implement 
Risk 

Mitigation 
Strategies

Identify & 
Assess RisksIssue ERM 

Report

Implement 
Risk 

Mitigation 
Strategies

Identify Risk 
Mitigation 
Strategies

Assess Risk 
Mitigation 
Strategies

https://www.umassp.edu/enterprise-risk-management/enterprise-risk-management-governance-structure/campus-risk-assessment
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 Document risk mitigation strategies for transparency

• Create a common operating picture for the University system

• Increase awareness of risk and risk mitigation

• Ground-truth the degree of risk exposure

 Demonstrate impact of mitigation strategies on risk exposure

 Correlate assessment of risk mitigation strategies to a risk’s assessed inherent risk 
exposure 

• Traditional mitigation assessment considers important organizational factors, but these 
factors do not directly correlate to risk exposure 

• Needed to identify the impacts mitigation measures have in reducing the exposures identified 
in the risk assessment process 

Mitigation Assessment



Consequence

Urgency

Assessment of Risk Exposure

Likelihood

17

https://www.umassp.edu/enterprise-risk-management/risk-assessment-tools


Traditional Mitigation Assessment 
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https://www.umassp.edu/enterprise-risk-management/risk-assessment-tools


Correlation of UMass Risk Assessment and Mitigation Assessment

Likelihood
Consequence

Urgency*

https://www.umassp.edu/enterprise-risk-management/risk-assessment-tools
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Measure the effectiveness of an 
individual mitigation strategy on 
reducing risk exposure

Compare the effectiveness of multiple 
mitigation strategies on reducing risk 
exposure (ranking)

Measure the aggregate effectiveness of 
all risk mitigation strategies on reducing 
risk exposure

Individual 
Effectiveness

Comparative 
Effectiveness

Aggregate 
Effectiveness

© 2023 University of Massachusetts

TM

MATRX Enables the Demonstration of Mitigation 
Strategies’ Impact in Reducing Risk Exposure 
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Unifi ed Procurement Services Team



 Establish objectives
• Evolve A&F organization to provide world-class service across the 

entire system
• Modernize functions to provide services at lower cost
• Re-invest savings back to academic programs and ensuring 

continued affordability

 Build on momentum of past initiatives
• 2011 Procure to Pay Study
• Business Process Review (BPR)
• Efficiency & Effectiveness Taskforce (E&E)

 Deliver comprehensive plan by January 2019
• Refresh 2011 Procure to Pay Study
• Perform initial assessment of payroll
• Collaborate with campus leadership, faculty, and staff
• Focus on accounts payable, procurement, and payroll UPST

Spend 
Analysis

Current 
State 

Analysis

Peer 
Analysis

Creating a Unified Approach to Procurement
A Shared Services project to assess the potential of a shared services model at UMass was launched in 2018 
at the request of the President with the support of the Board
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 Designed a systemwide Unified Procurement 
Services Team 

 Centralized procurement and accounts payable 
services for all campuses and President’s Office 

 Launched in January 2020

 Governed under a shared governance structure 
with strong campus customer representation

 Maintains campus presence to manage local 
relationships

 Measures and report results against agreed-upon 
Service Level Agreements (SLAs) and Key 
Performance Indicators (KPIs)

 Implements risk-adjusted approach

A New Way of Procuring Goods and Services

$329M

$313M

$518M

$1.2B Total FY 2018 Spend

Highest Potential
(47%)

Lowest Potential
(27%)

Non-Addressable
(26%)



UPST Key Performance Indicators (KPIs) 2020-2021

Meets or exceeds target

Legend:

Slightly below target

Significantly below target

No Target

Performance Indicator .2 FY2020 Target FY2021 January

Operations

% of requisitions processed in 1 day 87% 88% 87% 92%

% of invoices received electronically 46% 58% 48% 50%
% of eligible invoice payment discounts 
captured 86% 80% 85% 89%

% late payments (greater than 30 days) 19% <15% 16% 19%
Average # of days to approve a travel & 
expense reimbursements 10.8 days 8 days 12 days 14 days

Average # of days for UPST to approve a 
travel & expense reimbursements 3.4 days 1.3 days 1.2 days

% ProCard spend with catalog suppliers 5% <5% 7.3% 5.3%

Average # of days to issue a new ProCard 19 days 10 days 12 days 16 days

Service & Quality

Average # of days to resolve a case 10.3 days 8 days 12 days 14 days

% of cases resolved 96% 80% 99% 99%

Average Customer Satisfaction Score N/A 80%‡ 82% 87%



“Untangling” the Spaghetti Factory

Proactive Sourcing
Launch of Spend 

Cube and Category 
Planning

MET 1, 2 &3
Overhaul of 

Contract 
Management 

System

Commodity to Account 
Mapping

Overhaul of Account 
Code and Commodity 

Structure

Guided Buying & 
Catalog 

Optimization
Rationalizing Catalog 

Suppliers & Tier II

Supplier 
Relationship 

Management (SRM)
Overhaul of supplier 

on-boarding

Sourcing
Optimization
Overhaul of 

Electronic Bidding 
Platform



UPST Key Performance Indicators (KPIs) 2023-2024
Performance Indicator .2 FY2023 Target FY2024 January

Operations

Requisitions processed in 1 day 88% 88% 89% 90%

Invoices processed electronically 54% 58% 62% 67%

Eligible invoice payment discounts captured 91% 80% 95% 98%

Late payments (greater than 30 days) 16% <15% 15% 17%

% of invoices created before POs 9% 9% 9%
Days to approve a travel & expense 
reimbursements 6 days 8 days 5 days 5 days

Days for UPST/EST to approve travel & expense 
reimbursements 1.1 days 0.6 day 1 day

Bank Card spend with catalog suppliers 2.7% <5% 2.6% 2.8%

Days to issue a new Bank Card 6.9 days 10 days 6 days 6 days

Days to process Bank Card change request 1.3 days 2.5 days 1 day 1 day

Service & Quality

Days to resolve a case/request 7 days 8 days 6 days 9 days

Customer Satisfaction Score 85% 80% 88% 89%

Meets or exceeds target

Legend:

Slightly below target

Significantly below target

No Target
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Evolution of Contract Management



Risk-Adjusted Approach to Contracts
1. Leverage technology to enhance visibility to key stakeholders

• Certain categories of services have greater Risk Exposure than others:
- Data (HIPPA, FERPA, PII, PCI), Insurance, Intellectual Property

• Technology routes contract requests to key stakeholders for both awareness and intervention
- Workflow rules route based on data collected in the contracting intake process

• Mandatory Review as Risk Mitigation Strategy
- IT, PCI, Insurance, General Council

2. System-wide Sourcing Activities create better contracts
• Leveraging the size and scale of UMass in a public procurement process enables UMass to dictate 

favorable terms
- Shifting business from hundreds of suppliers, each with its own contractual risk to a small 

handful of approved suppliers reduces risk associated with millions of dollars of spend

3. Standardized Contracts
• “UMass Paper First” mentality backed up with a hierarchy of other approved contracts, helps 

mitigate risk across multiple categories of spend



Transforming the Contract Lifecycle Process
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POs

Catalogs:
Commodity 

Based Sourcing

Bank Card

New 
Contract 
Request

Purchasing 
Channels Process Step Owners

Campus

UPST 
Sourcing 
(Contract 

Commercials)

 Legal
 Risk/SME
 Controller
 Budget
 Treasury
 Info Sec

 UPST
 Campus
 Supplier

 Supplier
 UMass 

(Contract 
DoA 
approver)

UPST

Contract Lifecycle Management Process Flow
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Tool: Salesforce/ 
Email
Process: 
Automated/Manual
 Automated 

gathering of scope 
and baseline 
requirements

 Real-time status 
tracking

Tool: BuyWays  
Sourcing 
Director/Bonfire/TC
M
Process: Automated
 Risk adjusted BOT 

policy guided 
approach

 Category specific 
strategies/ 
planning

 Bid template library
 Integrated with 

TCM

Tool: Buyways TCM
Process: 
Automated
 Approved 

templates
 Guided process 

with 
questionnaire

 Clause library
 Template library

Tool: BuyWays TCM
Process: 
Automated
 Ts&Cs review
 Risk Tiering
 Funding/budget

ary controls
 Insurance 

Requirements
 Pen Testing
 Workflow 

enabled
 Cycle-time 

tracking
 Version control

Tool: Buyways 
TCM/Email
Process: 
Manual/Automated
 Workflow 

approvals
 Ease of 3rd party 

contract reviews

Tool: BuyWays TCM
Process: Manual
 Analytics
 Contract hierarchy
 Renewal monitoring
 Key terms & dates 

notification
 Searchable & 

centralized
 SLA monitoring
 Summary

Tool: DocuSign
Process: Automated
 UMass signature 

routing
 Supplier signature 

routing
 Ease of integration 

with BuyWays

Reducing risk by engaging internal stakeholders in contract review
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Technology/Automation/ 
Analytics Requirements – 

Future State

Identify 
Need

Source & 
Create 

Contract 

Adl Due 
Diligence & 
Compliance

Finalize 
Contract

Execute 
Contract

Store & 
Administer 

Contract

Project: Total Contract Manager Re-Implementation
• Decreased Cycle Time
• Seamlessly create contract out of sourcing events (bids)
• Leverages standard contract types
• Fall-back positions
• Manage Contract Lifecyle

• Improve communications to suppliers and internal stakeholders

Project: Total Contract Manager Re-Implementation
• Contract review workflow prior to contract execution

• Budget 
• UITS/INFO Sec
• Risk

• Integration with OGC for contract review and editing
• Enhanced reporting and contract tracking

• Treasury
• Insurance
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 Risk mitigation does not stop once the contract is 
signed

 Stemming from an Internal Audit finding, UPST initially 
partnered with Enterprise Risk Management to develop 
Guidelines for Managing Supplier Performance

 Provides guidance addressing:
 Supplier Selection
 Contracting
 Supplier Set-up
 Supplier Performance 

Reviews
 Payment
 Renewal and Termination

Third Party Risk Management 
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Let’s Celebrate!

Are we actually reducing our risk exposure?

Are there opportunities for enhancement?

How can we know?

Enhanced processes and controls resulted in:

Reduced processing time

Increased transparency 

Achieved cost savings 

BUT
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Intersection of ERM and Third-
Party/Contract Risk Management



33

 Implement ERM mitigation assessment methodology to assess contracts-related 
mitigation strategies

• Pilot of methodology at more granular level 

 Identified four areas of focus

• IT contracts

• Revenue Collection Contracts

• International Contracts

• Vendor Performance Management 

 Identified mitigation strategies for each area of focus

 Assessed mitigation strategies using MATRX

Leveraging ERM 



Mitigation Assessment Results



IT Contracts
Rank Mitigation Strategy Systemwide 

Status

1
Review Process Fully

Contracts Framework/Guidance Planned

2

Mandatory IT Review for All Scopes of Work that include Access 
to UMass Systems Fully

Training of UPST Contracts Staff Training Fully

Mandatory OGC Review Fully

3 Standardized Terms & Conditions in BuyWays1 Partially

4

Systemwide Adoption of UPST Sourced Contracts2 Partially

Systemwide Adoption of GPO or State Contracts2 Partially

Systemwide Adoption of IT VAR Contracts2 Partially

5 Review and acceptance of risk Fully

Scale: Assessed Systemwide 
Impact of Mitigation 
Strategy by Rank

10 Strategies

1 If fully implemented, this strategy would be the #1 mitigation strategy (over the current #1 strategies).
2 If fully implemented, these strategies would be ranked with the current #2 ranked mitigation strategies.

More Impact 

Less Impact

Negative Impact

31

1

3
42

2

5



Revenue Collection Contracts

Rank Mitigation Strategy Systemwide 
Status

1
Contract/SOW Template for Revenue Collection Services Proposed

Competitively bid contracts for significant revenue collection Proposed

2 Require disclosure of student-facing charges in contract request 
questionnaire Proposed

Scale: Assessed Systemwide 
Impact of Mitigation 
Strategy by Rank

3 Strategies

All mitigation strategies are proposed; rankings reflect effectiveness if strategies were fully 
implemented. 

More Impact 

Less Impact

Negative Impact

1

2



International Contracts

Rank Mitigation Strategy Systemwide 
Status

1
Mandatory OGC Review for contracts $100K+ Fully

Vendor Screening Fully

Scale: Assessed Systemwide 
Impact of Mitigation 
Strategy by Rank

2 Strategies

More Impact 

Less Impact

Negative Impact

1



Vendor Performance Management

Rank Mitigation Strategy Systemwide 
Status

1

Vendor Performance Management Toolkit Rollout Partially

Vendor Performance Management Training Partially

Scale: Assessed Systemwide 
Impact of Mitigation 
Strategy by Rank

2 Strategies

*All mitigation strategies are partially implemented. If fully implemented, these strategies 
would be substantively more effective. 

More Impact 

Less Impact

Negative Impact

1*

1



39

Range of Potential Risk Exposure for all FY24 Risks
Highest Inherent Risk Lowest 

Residual Risk
Vendor Risk Management

IT Contracts

Revenue Collection Contracts

International Contracts

Vendor Performance Management 

Vendor Risk Management

Vendor Risk Management: Current Residual Risk
Movement in Reducing FY24 Assessed Risk Exposure Based on Current Status Mitigation Strategies

Lowest Possible Residual Risk 

FY24 Assessed Residual Risk

FY24 Assessed Inherent Risk 
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Vendor Risk Management: Potential Residual Risk
Potential Movement in Reducing FY24 Assessed Risk Exposure with All Mitigation Strategies Fully Implemented

Range of Potential Risk Exposure for all FY24 Risks
Highest Inherent Risk Lowest 

Residual Risk
Vendor Risk Management

IT Contracts

Revenue Collection Contracts

International Contracts

Vendor Performance Management 

Vendor Risk Management

Lowest Possible Residual Risk 

FY24 Assessed Residual Risk

FY24 Assessed Inherent Risk 

FY24 Potential Residual Risk if 
all assessed mitigation 
strategies were fully 
implemented 
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 Implemented a harder push for standard terms and conditions

 Standardized documentation of acceptance of risk in instances where acceptance is 
unavoidable (i.e., Google will never change their terms conditions)

 Built acceptance of risk into contracts process to more readily identify and report these 
occurrences

 Created risk matrix for IT procurement 

• Categorized into various aspects of associated risk 

 Changed how we operate with University risk partners (General Counsel, UITS, etc.)

 Will continue to build upon this to enhance data and transparency 

Resulting Next Steps



What is SPARCTM Pro?

• Easy to Consume Data Visualizations: 
Designed for use by campus 
leadership; views to quickly see 
contract status and trends

• Leveraged the filtering capability of 
the SPARC dashboards allows filtering 
by campus, division or department

• Enables campus to leadership to 
better understand the impact of the 
contracting process across their 
organization

Easy to consume data visualizations

© 2023 University of Massachusetts

Robust Filtering

What’s Next in Contract Management? SPARCTMPro



Track contract stage cycle time by department or 
individual contract

Stage View: helps end users visualize the contract 
process from beginning to end; allows leadership to see 
which stages impact contract cycle time

View detailed data by contract, leveraging 
visual queues to identify contracts outside of 
standard

List View: identifies the status of individual contracts and 
highlight contracts that are aging in a particular step, 
prioritizing action for the campus and UPST

© 2023 University of Massachusetts

SPARCTMPro Enables Leadership to Ask Better Questions
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 ERM can be a resource to:

• Identify enhancement opportunities 

• Provide justification for activities required 

 Turn the theoretical into reality

• Mandatory IT review

• Standard terms and conditions 

 Risk mitigation doesn’t have to be a burden

• Risk-based approach to contracting allows you to focus resources where it will have most 
impact, and frees up resources for other areas 

Conclusions/Take Aways
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Thank you!

Christine Packard
cpackard@umassp.edu 

Michael Durkin
mdurkin@umassp.edu

mailto:cpackard#@umassp.edu
mailto:mdurkin@umassp.edu
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