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Objective
This document is an aid to help you complete the risk questionnaire section of the contract request form in BuyWays. Please complete each section’s risk questions correctly and to the best of your knowledge: 
· Payment Card Industry
· AI and Machine Learning 
· Information Technology Risk Questionnaire 
· Vendor Compliance
· Export Controls
Please download a copy to fill in the responses and save. 
This document should not be sent to UPST in lieu of a contract request form. All contract requests must be submitted in BuyWays. 
Payment Card Industry:
	Question
	Your Response

	1- Risk:  PCI - Will the use of this vendor involve credit card payments being made to the University? 

	☐
   Yes   ☐
   No/NA

	If you answered “Yes” to question 1, answer question 1a.
If you answered “No” to question 1, move to the AI & Machine Learning section.

	1a- Attestation of Compliance (AOC)
	☐   Attach a file
	



AI and Machine Learning:
	Question
	Your Response

	1- Does the product use or is marketed as using features like AI, machine learning, natural language processing, computer vision, or predictive analytics?
	☐
   Yes   ☐
   No or N/A

	If you answered “Yes” to question 1, answer questions 1a, 1b, 1c, 1d and 1e.
If you answered “No” to question 1, move to the IT Risk Questionnaire Section.

	1a- Products that use AI and or Machine Learning require additional review prior to execution or purchase. To facilitate the review the University requires the supplier to provide a HECVAT. HECVAT stands for Higher Education Community Vendor Assessment Toolkit. The HECVAT is a framework developed by the higher education community to help institutions evaluate the security risks associated with third-party software and service providers. A link to the HECVAT can be found here: Higher Education Community Assessment Toolkit.

A completed HECVAT (version 4.0 or higher) must be uploaded in the Attachments section of the request
	☐   Please confirm a completed HECVAT has been uploaded

	1b- Approximately how many users are expected to use this AI enabled product or service?
	☐   <10
	☐   10-50
	☐   50-100
	☐   >100

	1c- Who are the primary intended users of this AI enabled product or service? Check all that apply.
	☐   Students
	☐   Faculty
	☐   Staff

	
	☐   Vendor/Partners
	☐   Job Applicants
	☐   General Public

	1d- Please describe how the AI will be used
	Click or tap here to enter text.
	1e- If the supplier will be Hosting, and/or Accessing Data and you're implementing an AI or a machine learning system or product, will that data be used for training, testing, or feeding into the model to make it work?
	
☐   Yes   
☐   No


Information Technology Risk Questionnaire
	Question
	Your Response

	1- To ensure the safety and security of All data, all Risk questions as outlined below must be answered. If you do not understand, or need assistance, in answering any of the questions please contact your campus IT Data Security Department. The word version of the questions can be found on the "Instructions Page
	
☐ I have read and acknowledge this statement
	2- Will the vendor be hosting, and/or accessing sensitive (PII, PHI, etc.) regulated data (FERPA, HIPAA, etc.) including cloud providers?
	
☐ Hosting only	☐ Access only
	☐ Both Hosting and Accessing
	☐ Vendor will not be hosting or accessing sensitive regulated data

	If you selected “Hosting only”, “Access only”, or “Both Hosting and Accessing”, please answer questions 2a, 2b, and 2c. 
If you selected “Vendor will not be hosting or accessing sensitive regulated data”, move to question 3. 

	2a. What type of data will be accessed and/or hosted? Please check all that apply.
	☐ Personal Information (email, SS#, financial, sex, gender, HR, etc.)
	☐   Health Information
	☐   Credit Card Information

	
	 ☐  Research Information
	☐   Intellectual property or trade secrets
	☐   Information where an unauthorized disclosure could harm the University or its partners

	2b- Based on the above selection, please describe in detail the sensitive information the vendor will host or have access to and why this access is needed to perform the required job function.
	Click or tap here to enter text.
	2c. If you have selected any of the options above, please upload the following documentation if available. Please select the documentations that you will be uploading in the “Attachments” section.
	☐ Copy of the cyber   insurance policy
	☐ Copy of completed HECVAT
	☐ Copy of the vendor SOC2 conducted by an authorized audit firm
	☐ Copy of the vendor HITRUST if health information is involved

	
	☐ Copy of the PCI QSA attestation or report
	☐ Copy of ISO27001 report
	☐ Copy of the vendor org chart showing dept responsible for information security
	☐ Copy of vendor cloud or hosting provider security attestation if applicable

	
	☐ Copy of vendor breach notification policy
	☐ Copy of vendor privacy policy
	
	

	3- Will the vendor have a presence on or access to any UMass systems or networks (e.g. VOIP, telephony systems, share drives, laptops, networking equipment, etc. )?
	
☐   Yes   
☐   No
	If you answered “Yes” to question 3, answer question 3a. 
If you answered “No”, please move to question 4. 

	3a. Please describe the presence or access and the vendor support model.
	Click or tap here to enter text.
	4- Will the vendor develop software specifically for use by UMass?
	
☐   Yes   
☐   No
	If you answered “Yes” to question 4, answer questions 4a and 4b. 
If you answered “No”, move to question 5. 

	4a. Is the vendor willing to adhere to UMass secure software development procedures?
	
☐   Yes   
☐   No
	4b. Please describe your SDLC including how secure software development is incorporated into your product.
	Click or tap here to enter text.
	5- Will the vendor have any integration to UMass data systems, network, email, or identity platforms?
	
☐   Yes   
☐   No
	If you answered “Yes” to question 5, answer question 5a.
If you answered “No”, move to question 6. 

	5a. Please describe the integration and why access is necessary.
	Click or tap here to enter text.
	6- Has the vendor ever suffered a cyber intrusion and/or breach of sensitive information?
	
☐   Yes   
☐   No
	If you answered “Yes” to question 6, answer question 6a. 
If you answered “No”, move to the Vendor Compliance section.

	6a. Please describe in sufficient detail the occurrence and what steps the vendor has taken to mitigate the risk of recurrence. 
	Click or tap here to enter text.



Vendor Compliance
	Question
	Your Response

	1- Risk: Will the vendor be engaged in contact or the vicinity of students or minors?
	
☐   N/A or No                     	☐   Working in areas where students/minors are present        
	☒   Working directly with students/minors



Export Controls
	Question
	Your Response

	1- Risk: Is vendor performing a sub-award on a grant or contract where the prime award’s terms and conditions apply to vendor?
	



	If you answered “Yes” to question 1, answer questions 1a and 1b.

	1a- Please attached the appropriate documentation
	☐   Attach a file
	
	

	1b- I attest that I have reviewed the campus subcontractor policy and that this subrecipient/vendor is in good standing and compliant with campus subcontractor monitoring policy and requirements. Prior to answering please review the help text.
	☐   I have reviewed the help text and attest this to be true.
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