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Online Registration

When you register online, you specify your user ID, specify your password, specify
your contact information, and register your accounts. After you complete this
process, you are ready to begin using Access Online.

Your organization may have enabled enhanced security for both the Access Online
web site and the mobile app. When you register online, you may enroll in or decline
the enhanced security option, as described in Enrolling in Enhanced Security
Authentication on page 10.

If your program does not use online registration, then your Program Administrator
has already registered you, and you can log in to Access Online right away. (Refer to
the Access Online: Navigation Basics user guide for procedures on logging in.)

Access’ Online

Contact Us WEICOme to ACCESS On“nel

Login

Please enter the information below and login to begin.

* = required
Organization Short Name:*

]

User ID:*

Password:*

Forgot your password?

1. Click the Register Online link.
Reqgister Online

Activate Your Card | Change Your PIN
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Online Registration
Account Information

Please enter the account information below and select Send a Code. We'll use your email address on file
to send you a passcode. To register additional accounts, go to My Personal Information.

* = required
Organization Short Name: * 2. Type your organization short name.
Account Number: * Account Expiration Date:

| Month - Year -

3. Specify your account information.

<=Back fo Login Page

Online Registration
Account Information

Please enter the account information below and select Send a Code. We'll use your email address on file
to send you a passcode. To register additional accounts, go to My Personal Information.

* = required

Organization Short Name: *

Account Number: - Account Expiration Date:
FRARRREERIRE ] D T | Month = Year = | 2020 ~

Send a Code

<=Back to Login Page

4. Click the Send a Code button.
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Tip! if you make a mistake in typing your information, then Access Online displays
an error message. If you receive this error message, then check your entries for
formatting (e.g., that you do not have spaces in your account number), correct the
information, and continue. If you cannot continue, then contact the Help Desk or your
Program Administrator for assistance. If you become locked out of the registration,
then your Program Administrator can unlock you.

If you do not complete a required field (designated with an asterisk on the screen),
then Access Online displays the following error message: “A required field has been
left blank, please complete.” If you receive this error message, then check the
required fields and complete the blank ones.

From: Access Online <donotreply@access-online.com>

Sent: Wednesday, August 7, 2019 9:50 AM

To: Smith, Carlos <cpsmith@acme coms>
Subject: Access® Online Passcode

Here’s your passcode.

To register your account, please enter the following passcode on the Online Registration: Passcode page. The code will be active for 15 minutes.

Passcode:
123456
If you didn’t request a pactemge

5. Wait for the passcode to arrive to
We accept relay calls. you email inbox.

This is an sutomated message. Far assistance, pleag

U.S.: Cardmember Service, PO Box 8335, Fargo, ND'SS B
Canada: Cardmember Service. 120 Adelside St. W.. Suite 2300. Toronto Ontario M3H 1T1

Online Registration
Passcode

A passcode was sent to your email address on file:

c™**h@acme.com

The passcode will expire in 15 minutes. You may request another passcode after one minute. If this
email address doesn't look correct, please contact your organization.

* = required

One-Time Passcode *

Send me another code 6. Enter the passcode.

==Back to Login Page
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Online Registration
Passcode

A passcode was sent to your email address on file:

c*™***h@acme.com

The passcode will expire in 15 minutes. You may request another passcode after one minute. If this
email address doesn't look correct, please contact your organization.

* = required

One-Time Passcode *
[123456 |
Send me another code

==Back to Login Page

Licensing Agreement
8. Review the licensing agreement.
Please read and accept the Licensing Agreement {

Access Online Terms of Service

1. ACKNOWLEDGMENT AND ACCEPTANCE OF TERMS OF ACCESS ONLINE

Access Online, owned and operated by B . 1s provided to the customer under the terms and
conditions of this Access Online Terms of S®®dce (ATS) which incorporates by reference any operating
rules or policies that may be published by ~Bank. The ATS as it may hereafter be amended or modified

commence within one (1) year after the cause of action arose; otherwise, such cause of action is
permanently barred.

The section titles in the ATS are solely used for the convenience of the parties and have no legal or
contractual significance.

m

9. Click the | Accept button.
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Online Registration Required fields have red asterisks.
Password and Contact Information

Organization Short Name: BLAFS
Functional Entitlement Group: CHF(4

10. Type a user ID between 7 — 20

User ID & Password alphanumeric characters.

* = required

USer ID: * 1 120 s el Your organization may use passwords or

. password phrases. Click the Information icon to
| find out which option your organization uses and to
Password: * get suggestions and requirements.

Confirm Password:*

| 11. Specify your password/password phrase
by typing your password/password
phrase two times.

Authentication

Please select three unique authentication questions and
event that you forget your password

Authentication Question 1:

Authentication Response 1:* 12. Specify your authentication
| questions and responses.
Authentication Question 2:

Authentication Response 2: *

Authentication Question 3:

Authentication Response 3: *

13. Specify your contact
information.

Contact Information

First Name:* Last Nameg; MI:

| £ L]

Address 1: * Address 2:

| | |
City: * State/Province: * Zip/Postal Code: *

| [— |
Country: =

Phone Number:* Fax Number:

Email Address: *

Cancel Registration
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Passwords and Password Phrases

Passwords

Passwords must be 12 — 99 alphanumeric characters. Passwords must contain at
least one uppercase letter, one lowercase letter, one number, and one special
character. You cannot use any part of the user ID, the first name, or the last name.
You cannot reuse a password for 12 months. Passwords are case-sensitive.

Allowed Special Characters for Passwords

- = ! : / .
! ! @ # $ % *
( ) _ + { }

? < > A ~

Password Phrases

Password phrases are a phrases, instead of single words. You can include multiple
words with or without spaces, but do not put a space at the beginning or end of the
password phrase and do not put two spaces together. Your password phrase must
be at least 14 characters long, but longer is better. Your password phrase can
include numbers and special characters, but they are not required. Your password
phrase should be unique, so do not use lyrics, quotations, and aphorisms.

Allowed Special Characters for Password Phrases

For password phrases, the system allows all special characters without restrictions.

Learn More: Access Online requires all users to set three authentication
questions and answers. This practice increases the security of system access and
thus protects the account information in Access Online. If you registered online, then
you set your authentication questions answers then. You can update your questions
and answers at any time using the My Personal Information function. Refer to the
Access Online: My Personal Information quick start guide. You also answer one of
your questions if you use the Forgot Your Password function. Program
Administrators can view, but not edit, your questions. Program Administrators cannot
view your answers. Help desk staff can also see your questions, but not your
answers. Help desk staff can only validate as correct/incorrect the answers you give
them on the telephone.
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Online Registration
Password and Contact Information

Organization Short Name: BLAFS
Functional Entitlement Group: CHF001
User ID & Password

* = required

User ID: * {7 to 20 aipha-numeric characters)

|cpsmith25

Password: *

Confirm Password:*

Authentication

Please select three unique authentication questions and responses. This information will be used in the
event that you forget your password

Authentication Question 1:

[In what city do you want to retire? v
Authentication Response 1:*

[Miami
Authentication Question 2:

|m what city or town did your mother and father meet? v
Authentication Response 2: *

|Chicago
Authentication Question 3:

[What was the name of your first stuffed animal? ~
Authentication Response 3: *

Teddy

Contact Information

First Name:* Last Name:* Mi:

|Carlos | [smith [x ]

Address 1: - Address 2:

200 South Sixth Street || |
City: * State/Province: = Zip/Postal Code: ~
Minneapolis | [MN ] 55402 |
Country: *

Phone Number:* Fax Number:

6121231234 | [6123214321 |

Email Address: *
|cpsmilh@acme_com| 14. When you are done, click

Continue.

Continue
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] B

Access’ Online Chat With Log Out

Us

System Administration

Sysen damnension . Welcome to Access Online Carlos Smith

Order Management Your last login was 08/07/2019 Lanuage Selection:
Transaction Management

Account Information American Eﬂg“Sh w
Reporting

Data Exchange Message Center

My Personal Information

Message(s) from Access Online

Home Purchasing Quick Links
Email Center Manage Home Page Settings
Contact Us Account Name _ CARLOS SMITH M
Account Unigue ID: (i) 0712-9176-1900-0202 Manage Contact Information
Training Account ID: 219176000411 Manage Email Notifications
Account # #4934 Run Transaction Detail Report
Account Status: Open 3
Current Balance: $0.00
Credit Limit: $1.00 . .
Available Credit $100 If you did not enroll in Enhanced

Security Authentication, then you are

This information is updated as of the previous business day and md |Ogged into Access Online.
account activity.

Last 10 Transactions Posted

Posting Date Merchant Amount
07/19 RED ROOF INNS BLAT $67 31
0719 RED ROOF INNS BLAT $67.31 CR
07/18 NEWS DEALERS BLAT $170.92
n7i1o QI ATQ MCLIA B AT ¢4 NN
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Enrolling in Enhanced Security Authentication

When you register online, your organization may allow or require you to enroll in
Enhanced Security Authentication. With Enhanced Security Authentication, you
request and enter a single-use passcode every time you log in to Access Online, for
additional security.

Your organization may let you choose to use either your mobile telephone or your
email address to receive the one-time passcode. Your organization may also have
only one of those options available.

Learn More: If your organization lets you choose between mobile phone and
email, then you have the option to pick which one. If you select to use email, the
system uses the email address already in the system. If you do not already have an
email address in the system, the system prompts you to specify an email address
during enrollment. Your one-time passcode arrives at your email inbox each time you
log in.

Our example shows mobile phone enroliment. No matter which option you use, the
overall process for enrolling is the same.

Learn More: You can manage your enroliment using the My Personal
Information function. Refer to the Access Online: My Personal Information quick start
guide.

Enhanced Security Authentication
Enroliment Preferences

Please choose an additional method to verify iU C TR SUUCTIEEL I
your preferences on the My Personal Informatid SecurltytA;uthentl_c;atlondoztlon
Mote: Mobile phone must be a U5, or Canad you want fo use, it heeded.

Verify me using the following pe

* Text Me a Passcode . If your organization makes enrollment

Email Me a Pacseode optional, then you can select No
additional method.
Mo additional method

3. Click Continue.

10
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Enhanced Security Authentication
Text Me a Passcode

Please enter your mobile number below.
* = required

Mobile Number (U.5. and Canada only): *

“ | 4. Click the Privacy Policy link. The
policy opens in a new window.

m

y providing your mobile number, you expg
Jdessage and data rates may apply
Please review our Privacy Policy

Y¥ou must view and agree to the Terms and Conditions before continuing.

| have read and agree to the Terms and Conditions agreement. *

==Back

online & Mobile Checking & Savings Credit Cards Mortgage & Refinance Loans & Cradit Lines Investing & Retirement

Privacy Contact us

5 . Rev|ew the prlvacy pollcy Ip with customers. Because you trust us D Call 800.473.6372
and safeguard your information. In

loviders pledges to protect your privacy

7m Find a branch

Consumer Privacy Policy

- Consumer Privacy Pledge
» Exercise Your Privacy Choice
= Want to know mere about Consumer Privacy Pledge

6. Return to the Enhanced
Security Authorization

+ Online Privacy and Security
= Email Preferences ‘ screen.

« How we use your cellular phone number

11
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Enhanced Security Authentication
Text Me a Passcode

Please enter your mobile number below.
* = required

Mobile Number (U.S. and Canada only): *
|| |

By providing your mobile number, you expressly conse
Message and data rates may apply and you are resgy
Please review our Privacy Policy

7. Click Terms and
Conditions.

You must view and agree to the Terms and Conditions before continuing.

| have read and agree to the Terms and Conditions agreement. =

==Back

12

Proprietary and Confidential



Access Online
Online Registration: Version 3-3

Enhanced Security Authentication
Terms and Conditions

By providing us with a telephone number for a mobile device, including a number
that you later convert to a mobile device number, you are expressly consenting to
receiving communications-including but not limited to prerecorded or artificial voice
message calls, text messages, and calls made by an automatic telephone dialing
system-from us and our affiliates and agents at that number. This express consent
applies to each such telephone number that you provide to us now or in the future
and permits such calls for non-marketing purposes. Calls and messages may incur
access fees from your mobile services provider.

Message frequency depends on your account usage. You may opt out at any time
by replying STOP to the text message. By sending STOP, you agree to one
additional confirmation message stating that you've opted out and will no longer
receive messages from this Access Online Enhanced Security Authentication
service. You must be the mobile phone account holder or have permission from the
account holder to use this service. You are not r¢ 8. Review the t g
cqndltlon of p_urn:hasmg ar_w property, goods or 5 : c::é?t\ilénsefoer)rgwshzzce d
wireless provider are not lia e Security Authorization.

may be delayed or not delivered due to factors o
Bank's control. Standard text messaging fees and data rates may apply and are
govérned py your mobile provider.

You can manage your mobile phone and email preferences online in the My
Personal Information area of Access Online. Receive additional support or help by
calling 888-994-6722. Please review oy Prvacy Poli

9. Click Back to Enroliment.

<=Back to Enrollment
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Enhanced Security Authentication
Text Me a Passcode

10. Type your mobile telephone number. If you
) selected to use your email address, then
Please enter your mobile number the system uses the email address in the
system or prompts you to specify your

. email address.
* = required

Mobile Number (U and Canada only): *

. Select the I have read
and agree to the Terms
and Conditions
agreement check box.

| have read and agree to the Terms and Conditions agreement. *

==Back

14
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Enhanced Security Authentication
Passcode

Please enter the code we sent to your mobile number. It will expire in 15 minutes.
You may request another code after one minute.

*= required

1 3. Wait for the passcode to arrive to
One-Time Passcode:* your mobile telephone or your
“ email inbox.

Send me another code

==Back

Access Online <donotreply@access.lbank.com>
" Enhanced Security Passcode

Retention Policy USE 90 Day Delete Default (90 days) . 97402

Wednesday, August 7, 2019

You're receiving this message because you elected to receive a passcode throug ling one-time
Access Online Security Alert:
passcode during your current session to continue your login process. The passc Your One Time Passcode is
654321
. Msg&Data Rates May Apply
Passcode: For help: 877-887-9260 10:11 AM
123456

This is an automated message® dssistance, please visit the Contact Us page;

Canada: Cardmamber Service, 120 Adalaide St. W., Suite 2300, Toronto Ontario M5! 1 4 . Note the
passcode.

15
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Enhanced Security Authentication
Passcode

Please enter the code we sent to your mobile number. It will expire in 15 minutes.
You may request another code after one minute.

*= required 15. Type the
passcode.

One-Time Passcode:=

Send me another code ﬁ If you do not get your
passcode within 15

minutes, click Send me
another code.

16. Click Continue.

==Back

s
Access’ Online WE out
Licensing Agreement
Pleasa raad and accept tha Licensing Agreement 1o continue
Access Online Terms of Service
1. ACKNOWLED-GMENT AND ACCEPTANCE OF TERMS OF ACCESS ONLINE
Access Online, owned and operated by Bank, is provided to the customer under the terms and conditions of this Access Online Terms of Service (ATS) which incorporates by refarance any

operaling rules o policies thal may be published by Bank. The ATS as it may hereafler be amended or modified without nolice, comprises the entine agreement batween Cuslomer and
all prior agreaments betwaen the panios reganding the subject matter contained harein, By logging on to Access Onine and clicking the “| Azcept” button, you are indicatng

fr b hound by 51l of the ferme and conditions of the ATS and trat vou have the authority b < aqree on ehalf of Sustomar

with the other provizions ramaining in full force and affact

Bank's fadura 10 exercise or enforce any right or provision of the ATS sl waiting

Customar and Bank agraa that any cause of action ansing out of or rel such cause of

action s permanently bared . Click the I Accept button to

The section fitles in the ATS are solaly used for the convenience of the partid o .
accept the terms of the licensing

agreement and continue.

16
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[
Access’Online Log Out
romenome " Welcome to Access Online TONY PAULUS
Order Management Your last login was 08/25/2017 Language Selection:
Transaction Management
Account Information American English v

Reporting
My Personal Information

Home
Contact Us

Training

Cardholder

Message Center
Message(s) from Access Online

After you enroll in Enhanced

Security Authorization, you
request a single-use passcode

Pre-Auth Purchasing . .
each time you log in.

Acct#/Name: ...1629 PURCHASING WEST
Account D 006976299071

Viaage OTita O dio

Account Status: Open Manage Email Nofifications
Current Balance: @ $0.00 Run Transaction Detail Report
Credit Limit: @ $1.00 V!ew All Statements

Available Credit @ $1.00 View Last Cycle Transactions

View Open Transactions
Last 10 Transactions Posted

Posting Date Merchant Amount
07/25 PAULSEN FOODS LLC $10,685.25
07/20 PAULSEN FOODS LLC $13,333.32
07/15 PAULSEN FOODS LLC $19,595 00
07/11 PAULSEN FOODS LLC $16,302.60
07/06 PAULSEN FOODS LLC $25299 92
06/26 PAULSEN FOODS LLC $10,016.82
06/22 PAULSEN FOODS LLC $16,199.25
06/15 PAULSEN FOODS LLC $6,183 45
06/11 PAULSEN FOODS LLC $17,619.00
06/05 PAULSEN FOODS LLC $13,234 .30

© Information

17
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©2020 Elavon Financial Services. All trademarks are the property of their
respective owners.

You may not reproduce this document, in whole or in part, without written
permission.

CAT ID: NA

Survey

Please take a few minutes to respond to a short survey on our training.


https://www.surveygizmo.com/s3/4757685/Access-Online-Account-Setup-and-Maintenance-Nonbranded
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